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Background 

Firm 
Eide Bailly is a Top 25 CPA firm in United States 
Has 19 service centers in 9 states 
Headquarters: Fargo, North Dakota 

Self 
Over 6 years of forensic accounting experience 
Certified Public Accountant 
Certified Fraud Examiner 
Certified in Financial Forensics 
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Background - Forensic & Valuation 

Fraud prevention 
 

Fraud detection/investigation 
 

Business Valuation 
 

Computer forensics 
 

Internet forensics 



PEOPLE. PRINCIPLES. POSSIBILITIES. 

What Does a Forensic Accountant Do? 

Short answer: We are detectives of the accounting world 
 
Long answer: Organizations hire forensic accountants for 
fraud prevention, detection or investigation purposes 
 

Need assistance in developing internal controls over 
assets 

 

Identified suspicious financial transactions by an 
employee 

 

Identified an instance(s) of fraud and need assistance in 
identifying other possible schemes (e.g., tip of the 
iceberg) and document for termination/litigation purposes 
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Internal Controls (a/k/a checks and balances) are 
designed to provide reasonable assurance 
regarding the achievement of objectives in the 
following categories: 
 

reliability of financial reporting,  
 

effectiveness and efficiency of operations, and 
 

compliance with applicable laws and regulations. 
 

Should also include “Safeguarding Assets.” 
 
 

Internal Control Defined 
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Internal Controls and Fraud Risk  

All organizations are exposed to a degree of fraud risk in 
any process where human input is required 
 
The degree of risk is measured by: 

 
Business/Industry 

 
Effectiveness of internal controls to prevent or detect 
fraud 

 
Honesty and integrity of people involved in the process 
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Internal Controls and Fraud Risk  

No. 1 Opportunity for Fraud: 
 

Weak or non-existent internal controls including an 
ineffective internal audit staff and a lack of external audits 
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Internal Controls and Fraud Risk 

Other Reasons Why Fraud Occurs: 
 

Collusion 
 

Management override of internal controls 
 

Lack of active director control over management 
 

Weak ethics policy or code of conduct 
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Primary Factors Allowing Fraud to Occur 
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Internal Controls and Fraud Risk  

Probability of fraudulent activity is typically based 
on the following factors: 

 

How easy it is to commit fraud 
 

Company’s fraud history 
 

Motivational factors leading to fraud 
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Fraud Triangle and Scale 
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Fraud Triangle vs. Fraud Diamond 

Fraud Triangle Pressure and 
rationalization are 
generally non-observable 

Fraud Diamond Adds an assessment of 
capability (personal traits 
and abilities that play a 
role) 

New Fraud Diamond Adds the element of a 
pathological fraudster or 
“predator” 
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The Fraud Diamonds 

The Fraud 
Diamond 

Incentive 

Rationalization Capability 

Opportunity 

Opportunity 

Opportunity 

The Accidental 
Fraudster –  

“It just happened” 

The Predator –  
“Because they 

can” 

The Fraud Diamond The New Fraud Diamond 
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Why are Internal Controls Important? 

Source: ACFE 2010 Report to the Nations 

75% of businesses are victims of fraud 
5% of Total Revenue 
18 months before detection 
Less than 100 employees, most vulnerable 

 

Median loss per incident = $160,000 
 

Utilities Industry’s median loss per incident = $120,000 
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Best Practices – Internal Controls 

Basic principle: 
People rarely commit fraud if they think they will 
be caught 

 

Perception of detection: 
Most effective deterrent to fraud 
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Best Practices – Internal Controls 

“Tone at the Top”  
Managers need to communicate 
the idea that they are serious 
about their fraud detection and 
prevention efforts 

 
Employee Education 

Internal controls for monitoring 
employees 
Company fraud (ethics) policy 
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Best Practices – Internal Controls 

Proactive policies 
Surveillance 
Fraud assessment questioning 
Mandatory vacations 
Surprise audits 
Physical security measures 

 

Vigorously pursue dishonest acts 
 

Anonymous reporting program (Hotline) 
No. 1 way to detect fraud (Fraud Survey) 
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Why Reporting Systems are Important: 
 
  “If you want to know what’s really going on in most 

companies, you talk to the guy who sweeps the floors. Nine 
times out of ten, he knows more than the president. So I 
make a point of knowing what my floor sweepers know-
even if it means sweeping floors.” – Kenneth A. Hendricks 

Best Practices – Internal Controls 
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Best Practices – Internal Controls 

Background checks (criminal history/financial pressure) 
Segregation of duties: 

Authorization 
Recordation 
Custody of assets 

 
Proper procedures for authorization 
Adequate documents and records 
Physical control over assets and records 
Independent checks on performance 
Employee dishonesty insurance coverage 
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Best Practices – Internal Controls 

Cash Receipt Function: 
 

Separate cash handling from 
recordation function 
Separate functions related to the 
receipt of the mail: 

One individual opens mail 
Second individual prepares cash 
receipt listing 

Endorse/deposit receipts ASAP 
Reconcile deposit slips to cash 
remittance lists 
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Cash Disbursement Function: 
 

Authorized check signer must: 
Examine supporting documentation 
before signing each check 
Mark each invoice as paid 
NEVER pre-sign checks 

Separate individual from preparing check 
and signing should mail the checks 
Cancelled checks should be examined on 
a periodic basis by an individual 
independent of cash disbursement 
functions 

Best Practices – Internal Controls 
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Inventory: 
 

Segregate the following duties: 
Purchasing 
Receiving 
Inventory counts 
Investigation of inventory loss 

Perform multi-level review of purchases 
Set pre-determined authorization amounts 
for purchasers; Require two or more 
approvals over the set amount 
Investigate all inventory discrepancies 
 

 

Best Practices – Internal Controls 
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Best Practices – Internal Controls and 
Fraud 

  Implementing internal controls 
(fraud prevention) is easier and 
less costly than fraud detection. 
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Case Example 

Case 1 Details 

Victim City Utility 

Perpetrator Bookkeeper (23 year employee) 

Type of scheme Theft of customer receipts 

About the fraud 3 year scheme; Physically handled payments 
and had the ability to make adjustments 

Total losses $243,000 

Prevention tool Segregate cash handling and recordation 
functions 
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Case Example 

Case 2 Details 

Victim Electric Cooperative 

Perpetrator General Manager (new hire) 

Type of scheme Unauthorized use of corporate credit card and 
business accounts 

About the fraud 4 month scheme; No independent review 
during duration of scheme 

Total losses $60,000 

Prevention tool Independent examination of GM’s financial 
transactions 
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Case Example 

Case 3 Details 

Victim Utility Company 

Perpetrator Electrical Contractor  

Type of scheme Submission of invoices with inflated charges; 
Facilitated through bribery 

About the fraud 2 years; Collusion involved 

Total losses $232,000 

Prevention tool Reporting system; Multi-level review process 
for approval of invoices for payment 
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Case 4 Details 

Victim Hospital 

Perpetrator Supervisor of Materials Management 

Type of scheme Theft of inventory; Sold assets through 
eBay/PayPal 

About the fraud 4 year scheme; Lack of segregation of duties 

Total losses $946,000 

Prevention tool Segregate purchasing, inventory count and 
investigation functions 

Case Example (Illustration of Inventory Fraud) 
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Bottom Line – Best Practices 

 Segregate duties (ARC) if possible 
 

 If segregating duties is not possible, utilize independent 
checks 

 
 Increase perception of detection 

 
 Implement an anonymous reporting system 

  
 Do NOT overlook suspicious transactions 

 
 Ask questions 
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Contact Information 

 
Brett A. Johnson, CPA/CFF, CFE 

701.239-8628 
bjohnson@eidebailly.com 
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